MATIN JAFARI

Security Engineer

® contact@matinjafari.eu.cc . €) github.com/mmatinjafari . [ linkedin.com/in/matinjafari . @ matinjafari.eu.cc .

© Yerevan, Armenia (open to relocation)

SUMMARY

Security researcher and engineer with a top-12% HackerOne signal and 85 resolved findings across global bug-bounty programs. Web-application
penetration tester who breaks access-control, client-side, SSRF and authentication flaws, and builds the Rust, Go and Python tooling that finds the
next one. Open to application-security, product-security and security-engineering roles.

WORK EXPERIENCE

Security Researcher, HackerOne
Aug 2024 - Present - Remote

« Reported and resolved 85 vulnerabilities at a 6.82/7.00 signal (88th percentile) and 1,655 reputation.

« Reported to 16 global programs including Ford, Walmart, Nintendo, Disney and Experian.

« Focus: access control (IDOR, account takeover), XSS, SSRF, authentication bypass, GraphQL, business logic.
Technologies: Burp Suite, OWASP, httpx, nuclei, subfinder, Rust, Python, GraphQL

Cyber Security Analyst, PayamPardaz
Dec 2023 — Nov 2024 - Isfahan, Iran
« Performed web-application security analysis and vulnerability assessment.

Technologies: Web application security, OWASP, Burp Suite, Linux

Software Engineer, Yazdan UAE

May 2026 — Present - Dubai, UAE (Remote)

« Designed and shipped the Yazdan Properties real-estate platform (Dubai luxury and off-plan advisory) end to end.

« Built the marketing site in Nuxt (Vue), an interactive UAE project map (YazdanMap), and a self-hosted Ghost CMS blog.
« Deployed and operate the services on Railway behind Cloudflare, with Node.js/Express back-ends.

Live: yazdanproperties.ae, map.yazdanproperties.ae, blogs.yazdanproperties.ae
Technologies: Nuxt, Vue, Node.js, Express, Railway, Ghost CMS, Cloudflare, TypeScript

Founder and Educator, Coffee Corner (Developer Community)
2023 - Present - Online

« Built and run a ~33,000-member developer and security community (Instagram 32.5k verified, Discord, YouTube).
« Produce security tutorials, live CVE walkthroughs and a web-security podcast.

Technologies: Technical writing, public speaking, content production

SELECTED FINDINGS (anonymized, responsible disclosure)

« Web Cache Deception to full account takeover (national retailer).
« Zero-click account takeover via HTTP response tampering (retail super-app).
« SSRF to AWS cloud metadata by bypassing an IP filter with a redirect (Al video SaaS).

OPEN-SOURCE PROJECTS

X10 (Rust) — Fuzzing and WAF-bypass toolkit extending x8: DOM-validated XSS, response fingerprinting, encoding-mutation bypass.

vulnerable-GRPC (TypeScript) — Full-stack gRPC/Protobuf security lab: 6 interactive test beds, backend, frontend and an intercepting HTTP/2
Proxy.

TECHNICAL SKILLS

Languages: TypeScript, Rust, Go, Python, JavaScript, Shell
Web security: IDOR, Broken Access Control, XSS, SSRF, Authentication Bypass, OAuth/OIDC, GraphQL, Business Logic, Account Takeover
Tooling: Burp Suite, OWASP, httpx, nuclei, subfinder, Linux

Development and cloud: Next.js, Nuxt, Node.js, Docker, Cloudflare, Railway, CI/CD

EDUCATION

B.Sc. Computer Engineering, Islamic Azad University
2020 - 2024

LANGUAGES

English (professional), Persian (native)
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